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Health and Social Care Digital Assets Assessment Framework

1. Introduction

TIC Salut Social Foundation, an organisation of the Catalan Government, has developed a framework to evaluate digital asset
quality (phone and web apps, and other digital environments) within the healthcare and welfare spaces. This framework
allows for a certification seal that guarantees the digital asset has obtained the minimum required quality standards established
through four evaluation spheres that promote quality and the good use of digital assets, as well as favour improved fairness
when citizens access healthcare digital resources.

The Framework is based upon European technical specifications CEN ISO/TS 82304-2 and the requirements established by
the Healthcare Department and other European directives, as mentioned in the Citizens’ Good Practices Guide on Digital Assets.

The Framework’s scope includes both digital assets for citizens as well as healthcare professionals developed within the Catalan

Health System or private companies that work for this system. The assets can be independent or associated with other medical
devices, such as wearables.
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2. Evaluation Spheres

The Framework evaluates four key spheres to guarantee the quality of a digital asset: Reliable contents, Accessible design, Safe
data, and Robust technology. It contains a total of 69 criteria (see Appendix 1), some of which are mandatory in order to obtain the
certificate while others are recommended. Furthermore, some criteria may not be applicable depending on the assets
specifications.

The aspects evaluated in each sphere are described as follows.

Sphere 1. Reliable contents
The digital asset must have sufficient scientific evidence to support all contents and possible interventions in healthcare. This is divided into five
sections:

» Health requirements, which provides all information in regards to the asset’s scientific backing, including foreseen users and uses and
the health conditions it tackles.

» Health risks, which explores risks, limitations, and contraindications that may stem from the asset’s use.

« Ethics, which analyses the asset’s ethical implications, as well as if approved by an ethics committee.

+ Health advantages, which evaluates the asset provides health advantages backed by scientific evidence using content, and validated
and updated health interventions.

+ Societal health advantages, which searches for evidence that the asset has a positive impact on society way beyond benefiting only
some patients.

Sphere 2. Accessible design
Usability, user experience, and asset accessibility are valued following WCAG 2.1 directives. This is divided into two sections:

» Usability, which evaluates asset design and development to guarantee an intuitive and efficient experience. Includes user participation
in design, mechanisms to avoid errors, instructions for use, among others.

» Accessibility, which explores both general ease in use as well as specific functions for people with disabilities, according to WCAG 2.1
established criteria. These are divided in four blocks: attentiveness, operability, understanding, and robustness.
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Sphere 3. Safe data
The digital asset is evaluated to check it meets mainly with the General Data Protection Regulation (GDPR). This is divided into two sections:

- Privacy, which values current regulation adherence regarding user data protection, including the General Data Protection Regulation
(GDPR) and the Spanish Organic Law on Data Protection and Digital Rights Guarantee (abbreviation in Spanish LOPDGDD).

« Security, which checks data privacy preservation mechanisms and systems are valid. If weaknesses are found, there must be
processes to mitigate, solve, and communicate results to users.

Sphere 4. Robust technology
Asset robustness, resource efficiency, and system interoperability are valued, amongst others. This is divided into three sections:

- Technological robustness, which evaluates the asset’s capacity to function optimally and reliably in different environments and the
continued asset validation during development and launching.

- Artificial intelligence, which reviews the robustness of the asset’s Al’s algorithms.

- Interoperability, which collects the different interoperability standards used by the asset, both syntactic and semantic.
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3. Evaluation Process

In order to evaluate all 69 Evaluation Framework criteria, the asset's responsible entity must first provide evidence that each
criterion is fulfilled. Subsequently, TIC Salut Social Foundation will evaluate compliance based upon the provided evidence.

More information on this process can be found on the TIC Salut Social Foundation website, Digital Assets area, or by contacting us
at oficinamobilitat@ticsalutsocial.cat.
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4. Obtaining results

The first step in obtaining the certification is to have passed all mandatory criteria. If accomplished, each sphere’s numerical scores
are calculated, as well as the overall scoring. These scores are translated into a scale of qualitative letters (from A to E).

Each sphere’s numerical scoring is calculated by adding up the scores from all passed criteria. Scoring for each criteria varies
depending on importance. The overall numerical scoring is obtained from the weighted average for each sphere’s scores according
to the weight established in CEN ISO/TS 82304-2 (Table 1).

Table 1. Weight for each sphere when calculating overall numerical scoring.

Sphere Weight

Sphere 1. Reliable contents 05

Sphere 2. Accessible design 0.15
Sphere 3. Safe data 0.25

Sphere 4. Robust technology 0.1

The translation into a scale of qualitative letters (Figure 1) is done via established scoring ranges and serves as the asset’s quality
index reference for each sphere and as a whole:

* A:indicates a high level of accomplishment (majority of criteria passed). Quality index

« B:indicates moderate level of accomplishment. ﬂ
+ C:indicates only some mandatory criteria are fulfilled, or these and some recommended ones. :

+ D and E: indicate an insufficient level of accomplishment as mandatory criteria not passed. Figure 1. Quality index.
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5. Communication of results

Evaluation results are communicated internally and externally. Internally, TIC Salut Social Foundation provides two elements:

« Evaluation report: indicates accomplishment or lack thereof for each of the Evaluation Framework criteria. It is delivered to
those in charge of the asset if mandatory criteria have been accomplished or not.

» Certification seal: simple document that shows the asset achieved the certification.

Externally, results are introduced using two main formats that offer clear and useful information on the quality of certified assets to
both citizens and professionals:

* Quality label: it shows qualitative scoring (letters) for each sphere and as a whole regarding the asset. It allows to quickly
identify a digital app’s quality level. Two versions are offered: a full version and a reduced one (see Appendix ).

* Quality leaflet: contains more detailed information about the asset’s quality, including the most relevant evaluation results like
risks, contraindications, and use limitations. It is available in two formats: a navigable app and a downloadable file.

Both formats can be checked out on the TIC Salut Social Foundation website, Digital Assets area, for all certified apps under the
Evaluation Framework based upon CEN ISO/TS 82304-2.
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6. Appendix

Appendix 1. Evaluation criteria

Below are all 69 criteria listed from the four spheres together with the necessary evidence the app’s responsible entity must provide and mandatory
accomplishment to obtain the certificate.

Sphere 1. Reliable contents
Section 1. Health requirements

ID Criteria Necessary evidence Accomplishment

1 Have the app’s foreseen users been defined and is this conveyed correctly? Foreseen users statement and Mandatory
Foreseen users can be Anybody / People with or at risk of suffering from a specific health where this is communicated

condition / Caregivers / Healthcare professionals / Research
staff / Others. This must be communicated on the website easily.

2 Have the app’s user age restrictions been defined and is this conveyed correctly? Age restrictions statement and Mandatory
This must be communicated on the website and app. where this is communicated

3 Are the health conditions or needs addressed on the app clear and is this conveyed Statement on health problems or Mandatory
correctly? needs and where this is
This must be communicated on the website. communicated

4 Is the app’s foreseen use conveyed correctly? Statement on foreseen app uses and| Mandatory
The app’s foreseen uses or intentions could be for Healthcare System Services / where this can be inferred from

Information / Simple monitoring / Communication / Preventive changes in behaviour/ Self-
management / Research/ Treatment / Active monitoring / Calculus / Diagnosis / Others.
This must be communicated on the website easily.

5 Has the app been evaluated as a healthcare product? If affirmative, has the Statement regarding the app as a Recommended*
corresponding certificate been obtained (CE marking) and is this conveyed correctly? | healthcare product or not. If so,
To discern if an app is a healthcare product, the app’s foreseen uses must be included in healthcare product approval
Regqulation (EU) 2017/745. If considered a healthcare product, it must have an approval statement, CE marking, Unique
statement, CE marking, and the Unique Device Identification (UDI) —as stated in the Device Identification (UDI), and
Regulation— and be conveyed on the website and app. statement where this is conveyed
6 Have specialised professionals and/or healthcare or scientific entities that approve A list of professionals or Mandatory
the contents collaborated in the app’s development and is this information conveyed organisations alongside their
correctly? contributions and statement when it
This must be communicated on the website. is communicated

10
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7

[ List of scientific literature on which | Recommended

[ The app’s development is based upon expert reviewed scientific literature and is this
information conveyed correctly?
This must be communicated on the website and app alongside references.

the app is based and a statement
| where this is conveyed

*Mandatory depending on the app’s foreseen uses.

Section 2. Health risks

ID Criteria Necessary evidence Accomplishment

8 Have health risks resulting from app use been analysed? Mandatory
Regulation ISO 14971:2020 addresses risk management in healthcare products. Documents on risk analysis and

9 Have measures been implemented to control these risks? control Mandatory

10 Are residual risks stemming from the app use acceptable? Recommended

1 Are users informed the app does not wish to replace professional services? Statement this is conveyed or not Mandatory
This must be communicated on the website and app. and where

11.1 Are users communicated in which cases a professional’s approval is needed to use Statement of which cases need Mandatory
the app? approval and where it is conveyed (if
This must be communicated on the website and app. necessary)

12 Are health risks, contraindications, and use limitations regarding the app conveyed? | Statement where this is conveyed Mandatory
This must be communicated on the website and app.

13 Is a process in place that collects and reviews app incidents and risks reported by Standard Operating Procedure Recommended
users? (SOP)
The process must be collected as part of a Standard Operating Procedure (SOP).

Section 3. Ethics

ID Criteria Necessary evidence Accomplishment
14 | Have the app’s ethics challenges been evaluated by independent healthcare | Report on identified ethics Recommended
professionals and/or expert user associations and, if necessary, have been solved and | challenges, list of people involved in
integrated in the app’s final design? the analysis and changes to the app
15 | Has the app been approved by an independent ethics committee? Report with approval or exemption Recommended
provided by the ethics committee
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Section 4. Health advantages

ID Criteria Necessary evidence Accomplishment

16 Have health advantages obtained from using the app been defined and have they Statement of health advantages and | Mandatory
been conveyed clearly? where this is communicated
This must be communicated on the website.
17 Are interventions (functions, Al algorithms, etc.) used by the app to achieve health | Statement on health interventions Recommended
advantages communicated? and where they are communicated
A health intervention is any action or activity, be it clinical, educational, or digital,
performed by healthcare professionals or automated through apps, Al algorithms, etc. in
order to improve or promote health and/or well-being. WHO has published documents that
contain a set of digital and clinical interventions.
App interventions must be communicated on the website and app.
17.1 In the case health interventions imply interpreting, manual or automated (through | Statement on necessary Recommended
algorithms), users’ health information, is the essential information and level of | interpretation, on professionals’
intervention communicated? information, and/or algorithms, and
If a manual interpretation, the professionals in charge of this task should at least indicate | Where they are communicated
their professional category on the website. If an automated one, it is essential that
algorithm trustworthiness is demonstrated through evaluation metrics; therefore, they must
be communicated on the website.
18 Are user costs conveyed in order to obtain the health advantages linked with the | Statement on costs regarding Recommended
app? advantages and where these are
Paid and free advantages must be indicated. If the app depends on an external medical | conveyed
device to function, this must be included. Paid advantages must be communicated on the
website and app. If all benefits are free of charge, this must only be conveyed on the
website and/or official markets.
19 Is the need for a professional’s external support to obtain the health advantages Statement of advantages that Mandatory
promoted by the app conveyed to the user? require professional support and
Forexample, should a user regularly visit a specialist to monitor their health condition? where this is conveyed
This information must be communicated on the website and app.
20 Is there scientific evidence that the app’s health interventions and foreseen uses are | List of evidence and where this is Mandatory
beneficial to health? conveyed
Scientific evidence regarding health interventions used on the app must be provided. Said
interventions can be evaluated in their non-digital version or with apps with equivalent
functions, but an evaluation of the app in question is very positive. Evidence must be
conveyed on the website.

12
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20.1 Does the provided evidence include expert reviewed literature? List of literature and where it is Recommended
conveyed

20.2 Does the provided evidence sufficiently support the app’s foreseen use? Statement whether sufficient or not Recommended
The needed evidence is defined by international standards (CEN ISO/TS 82304-2 and
NICE evidence standards).

21 Is a valid and recurring maintenance process of the app’s clinical contents carried | Standard Operating Procedure Mandatory
out? (SOP) and evidence of date of latest
App contents -health information and clinical functions- must be reviewed and updated | review (documents or similar)
periodically by the responsible healthcare professionals or scientific organisations. (1)
frequency of content review and updates as well as (2) those in charge of content must be
defined. What must also be reflected is (3) the date of the last review.

211 Is information related to the app’s content maintenance process conveyed correctly? | Statement on where this is Recommended
The person in charge and the date of the latest content review must be conveyed on the communicated
app.

21.2 Are sources of content information for the app conveyed correctly? Statement on where this is Recommended
This must be communicated on the website and app alongside references. communicated

22 Is the app’s legal responsible clearly identified? Statement on where this is Mandatory
This must be identified on the website and app. communicated

221 Does the app incorporate brand elements that guarantee a coherent Statement on visual identity used by | Mandatory*
visual identity? the app

23 Are the app’s financial, promotional, and sponsorship sources clearly identified? Statement on sources and where Mandatory
This must be communicated on the website and app. these are communicated

24 Are advertisements clearly distinguishable within the app? Statement on used advertising Recommended

mechanisms

*SISCAT apps will be done systematically. Mandatory nature will become effective once System integration is confirmed.

Section 5. Societal health advantages
ID Criteria

‘25

Necessary evidence

Is there evidence that backs the fact the app provides health advantages for society? ‘ List of literature

Accomplishment

‘ Recommended ‘

13
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| 25.1 | Does the provided evidence include expert reviewed literature? | List of literature Recommended

Sphere 2. Accessible design
Section 6. Usability

ID Criteria Necessary evidence Accomplishment

26 Has the app been designed taking foreseen users and uses into account? Statement on design or Standard Mandatory
Operating Procedure (SOP)

27 Have foreseen users collaborated in the app’s design? Statement on collaboration Recommended
28 Has the app design been centred around user experience evaluations? Standard Operating Procedure Recommended
(SOP) or statement on performed
evaluations
29 Have measures been taken to avoid user actions that lead to function errors in the Statement on measures to avoid Recommended
app? function errors

The app must have mechanisms to warn users that their actions can have destructive
consequences or bring about potentially serious errors.
30 Do official markets show all necessary app information before installation? Statement on information Mandatory
They must contain the following information: communication to official markets
(1) Current app version, date of update, and changes in regards to the previous version
(only App Store)
(2) App screenshots
(3) Available languages (only App Store)
(4) Payment need (and amount) for installation or service use in the app (Criteria 18), as
well as other associated costs (Criteria 19)
(5) App owner and contact information (Criteria 22), as well as other sponsorship sources
(Criteria 23)
(6) Advertising presence (Criteria 24)
(7) Personal data processing (Criteria 35) and link to data privacy statement (Criteria 41)
(8) App description with:

a. Foreseen users (Criteria 1)

b. Health conditions or needs (Criteria 3)

c. Foreseen uses (Criteria 4) and app functions

d. Advantages (Criteria 16)

e. Health product certification, if needed (Criteria 5)

14
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f. Mentioning health and/or scientific entities participation, if applicable (Criteria 6)
g. Explicit indication the app does not substitute healthcare professionals (Criteria
11), and, if applicable, the need for approval from a professional for use (Criteria
11.1)

(9) Limiting technical requirements not conveyed on the website (Criteria 55)

31

Are there user instructions on the app?

Statement on where these are

Mandatory

311

Are there app instructions to connect to wearable devices?

Instructions must include (1) mechanisms to warn when a device is not connected correctly,
(2) tutorials explaining how to connect a device, and (3) mechanisms for testing the device
beforehand.

Statement on where these are

Mandatory

32

Are there mechanisms in the app that facilitate use and good functioning?

Statement whether these were taken

into account or not

Recommended

321

Are there support mechanisms for users who find the app difficult to use?

The app must (1) have support channels, (2) provide help resources for all languages it is set
up in, (3) have different help systems (FAQs, etc.), and (4) that some of these support
mechanisms are found before logging in.

Statement on mechanisms

Recommended

32.2

Does the app have projection mechanisms to avoid function issues with systems and
networks?

The app must (1) warn on system requirements and (2) inform when system and/or network
requirements are not satisfactory (e.g., warn users of poor network quality or when it is
down).

Statement on mechanisms

Recommended

33

Is relevant data on app usability collected systematically and throughout the app’s
lifetime in order to implement recurring improvements?

Standard Operating Procedure
(SOP) or documents on user
questionnaires

Recommended

Section 7. Accessibili

ID
34

Criteria

Does the app comply with WCAG 2.1 accessibility regulations (levels AA or AAA)?
The Wi ntent A ibili lin WCAG) 2.1 from W3C are the reference

regulations on digital accessibility.

Necessary evidence

External WCAG 2.1 (levels AA or
AAA) regulation implementation
certificate or recognised
equivalent (UNE-EN
301549:2022, specialised
company certifications or an
appropriate government body)

Accomplishment

Recommended

15
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AAA) in the app design?
The following specifications must be included:

format or similar) on the app in
developer mode,

34.1 | Has attentiveness been taken into account according to WCAG 2.1 regulations (levels Audit accessibility report (HTML Mandatory*
AA or AAA) in the app design? format or similar) on the app in
The following specifications must be included: developer mode, or statement of
- Identifiable and easy to use elements attentiveness specifications taken
- Intelligible and readable app font into account
- Adequate chromatic contrast between elements and background
- Text alternatives for audiovisual contents and visual ones for audible contents
- Appropriate chromatic design
- Understanding content from different device orientations
- Appropriate text spacing
- Correct element position, measurements, margins, and distances
34.2 | Has operability been taken into account (according to WCAG 2.1 regulations AA or Audit accessibility report (HTML Mandatory*
AAA) in the app design? format or similar) on the app in
The following specifications must be included: developer mode, or statement of
- Functions accessible from keyboard operability specifications taken
- Ergonomic interaction with the click areas into account
- Adequate execution time
- Do notuse excessive flashes and flickering
- Keep status while inactive
- Adaptation to psychomotor context
- Elements to favour browsing (clear steps, graphic resources, etc.)
- Mechanisms to help interactions (gesture and voice control, etc.)
34.3 | Has understanding been taken into account (according to WCAG 2.1 regulations AA or | Audit accessibility report (HTML Mandatory*
AAA) in the app design? format or similar) on the app in
The following specifications must be included: developer mode, or statement of
- Readability, clarity, and coherence understanding specifications taken
- Understandable contents and interfaces adjusted to each language into account
- Design favouring elements (function is clearly identified)
- Structured, coherent, symmetrical, and proportioned design
- Significant sequence of information and logical order
- Easy and quick access to services
- Elements that ease data introduction
- Terminology and abbreviation definitions
34.4 | Has robustness been taken into account (according to WCAG 2.1 regulations AA or Audit accessibility report (HTML Recommended

16




mw Generalitat de Catalunya
WY Fundacio TIC Salut i Social

Health and Social Care Digital Assets Assessment Framework

- Support element compatibility (screen readers, magnification tools, voice commands,
etc.)
- Accessibility tool compatibility (Voice Over, Zoom, Inverted Colors, Bold Text, etc.)

or statement of robustness
specifications taken into account

*To be determined in each case according to foreseen users and uses.

Sphere 3. Safe data

Section 8. Privac
ID Criteria Necessary evidence Accomplishment

processing and/or FTSS Impact
Report on Data Protection

35 Has the use of personal data been defined on the app and is this information conveyed | Choose between the different Mandatory
correctly? answer options concerning data
This must be communicated on the website. processing and statement on where
this information is communicated
(privacy policy and others)
36 Does the app have legitimacy that allows personal data processing? Evidence on legitimacy (privacy Mandatory
policy, legal notice, ETSS Impact
Report on Data Protection,
statement of responsibility or
similar)
36.1 | When the basis for legitimacy is consent, does the app have mechanisms to ensure | Statement on informed consent Mandatory
the user provides their consent freely and explicitly? provided to users and/or FTSS
There must be (1) mechanisms so the user provides consent freely, (2) mechanisms to | Impact Report on Data Protection
manage personal information access is provided to the user beforehand, and (3)
mechanisms to consent freely when personal data is shared with third parties (e.g., the option
to consent in English).
37 | Isthere a person in charge of the legal and regulatory fulfilment of personal data Documents that show the person in | Mandatory
processing for the app? charge of data and/or FTSS Impact
The person in charge must (1) be independent, (2) be a legislation expert, (3) act as point of Report on Data Protection and, if
contact for supervisory authorities, and (4) offer advice on impact reports on privacy. necessary, the assigned Data
Protection Officer (DPO)
38 Do contracts with people in charge of data reach agreements with enough guarantees? | Agreement to assign the data Mandatory

17
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39 Does the app follow the applicable regulation principal on data minimisation? Evidence on minimisation (diagram | Mandatory
The General Data Protection Regulation (GDPR) and the Spanish Organic Law on Data on data flow, FTSS Impact Report
Protection and Digital Rights Guarantee (abbreviation in Spanish LOPDGDD) must be on Data Protection, statement of
followed. responsibility on data minimisation
or others)
40 Has a policy for data retention according to the applicable regulation been | Evidence on retention policy Mandatory
established? (diagram on data flow, FTSS Impact
The General Data Protection Regulation (GDPR) and the Spanish Organic Law on Data | Report on Data Protection,
Protection and Digital Rights Guarantee (abbreviation in Spanish LOPDGDD) must be | assignment agreement, statement of
followed. responsibility for retention policy or
others)
41 Does the app have a privacy statement available to current and potential users? Statement on where to find the Mandatory
The privacy statement must be submitted with an abstract of up to 150 characters that could privacy policy in the app
be extended.
42 Are there procedures or protocols to manage rights requests for people regarding their | Documents on the plan for data | Mandatory
data? management, Standard Operating
Procedure (SOP) to exercise
rights, FTSS Impact Report on
Data Protection or others
43 Has a channel to communicate data security incidents or breaches been set up? Documents of the incident circuit or | Mandatory

statement of responsibility

Section 9. Security

ID Criteria Necessary evidence Accomplishment
44 Has the app’s developer implemented an Information Security Management System | Certification ISO/IEC 27001 or Mandatory*
(ISMS) according to standard ISO/IEC 27001 or a recognised equivalent? equivalent (certificate according
ISO/IEC 27001 is the reference standard to establish, maintain, and improve an ISMS. It is | to the National Security
necessary for entities that offer associated services on the app to also implement an | Eramework or ENS as per
ISMS. Spanish abbreviation, etc.) or
statement of responsibility
regarding security management
45 Has arisk analysis on the app’s data security been carried out? Security risk analysis Mandatory*
46 Has a process been followed that takes into account security from a design point of Standard Operating Procedure Recommended

view?
Security from a design point of view refers to the implementation of information security
during the app’s development.

(SOP) or security policy
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47 Are third party software libraries and other app components reliable and are they Analysis documents and used Recommended
maintained correctly? library maintenance (as part of
software validation or similar) or
alternately, used library list
48 Has a process to avoid non-authorised access and app source code modifications Standard Operating Procedure Recommended
been established? (SOP), code management policy,
or evaluation/audit report on the
code’s security carried out by an
accredited body (CREST,
OWASP Code Review, ISO/IEC
27001 or equivalent)
49 Have organisational measures to guarantee personal data is processed according to | Standard Operating Procedure Recommended
explicit and legitimate purposes specified in the privacy statement been established? (SOP)
50 Does the app use robust security mechanisms to manage sessions and user access? | Statement whether mechanisms Mandatory
are used or not
50.1 Does the app employ user authentication, authorisation, and session management to | Standard Operating Procedure Mandatory
offer a secure access to the app? (SOP)
50.2 Does the app use mechanisms for secure password management? Mandatory
51 Does the app transmit and store all sensitive information (personal data, audit Standard Operating Procedure Mandatory
registry, source code, etc.) using adequate encryption? (SOP) or general cryptographic
algorithm description
52 Are breaches in app security identified, evaluated, registered, disclosed, and solved Standard Operating Procedure Recommended
quickly and efficiently ? (SOP), report on weaknesses, or
certificate according to the
National Security Framework
53 Are the app’s security and associated services tested regularly, as well as each time | Standard Operating Procedure Recommended
there are important changes? (SOP), registry of carried out
tests, evaluation/audit re port
carried out by an accredited body
(ISO/IEC 27001, OWASP,
ENISA, CREST or equivalent)
54 Is the information security policy at users and potential clients’ disposal? Statement on where this is Recommended

*Depending on foreseen uses and active type (SISCAT or private company).
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Sphere 4. Robust technology

Section 10. Technological robustness
ID Criteria

Health and Social Care Digital Assets Assessment Framework

Necessary evidence

Accomplishment

frames?

The following must be ensured:

- The app doesn’t crash suddenly

- The app doesn’t crash when used for a prolonged period of time
- The app doesn’t block when running

- Interruption and resuming are controlled correctly

specifications

55 Have all of the app’s technical requirements been documented? Documents on product technical Mandatory
The app’s requirements include product, users, and system prerequisites. requirements or 1ISO/IEC 9001
56 Has the app’s software been developed with adequate standards, methods, and tools? Standard Operating Procedure Recommended
(SOP), screenshots, or statement on
used standards, methods, and tools
57 Has the app’s software been developed following a secure encoding standard? Statement on used standards or Recommended
source code tool analysis results
58 Has the app been developed using a settings management plan? Settings management plan Recommended
The settings management plan refers to the set of practices that manages the technical
elements of an app during its life cycle (from development to maintenance). It ensures coding
version traceability, components, and settings.
59 Are there processes in the app to face an increase or spike in demand? Standard Operating Procedure Mandatory*
(SOP) or explanatory document
60 Has the app been developed using a validation and verification plan to ensure proper Validation and verification plan Recommended
performance?
61 Has an implementation and display of the app been carried out? Standard Operating Procedure Recommended
(SOP) or explanatory document
62 Does the app have a maintenance process? Standard Operating Procedure Mandatory
(SOP)
63 Does the app run efficiently and with an optimal use of resources? Statement whether runs efficiently or| Recommended
not
63.1 | Do the app’s functions respond correctly, load quickly, and within reasonable time Statement on accomplished Mandatory
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- Device functions respond correctly if the app runs in the background

- Theapp’s session can be recovered when external interruptions (calls, etc.) or device
programmed events occur

63.2 | Do the app’s functions use resources and networks optimally? Statement on accomplished Recommended

The following must be ensured: specifications

- The app doesn’t use up excessive device resources

- The app doesn’t use up excessive network resources

- The app can be used in aeroplane mode (depending on foreseen app use, as necessary)

- File download can be paused and resumed (if necessary)

- Database resources are divided between the app and system

63.3 | Do associated app functions respond correctly to wearable devices? Statement on accomplished Mandatory

The following must be ensured: specifications

- Communication between app and device are stable

- Data transfers are carried out quickly and easily

- Notifications are received at the exact moment

*Only if the app integration into the system is foreseen.

Section 11. Artificial Intelligence

D) Criteria Necessary evidence Accomplishment

64 Can the app’s technical effectiveness of artificial intelligence algorithms be Technical documents on algorithm Mandatory
demonstrated using robust evaluation metrics? effectiveness
Algorithm evaluation metrics must be provided to demonstrate effectiveness. From which
data and the amount of volume from which metrics are taken should also be described. It is
recommended metrics are obtained from real data.

65 Is the training data used by the app’s artificial intelligence algorithms adequate, | Statement or technical documents Mandatory
representative, and valid for professionals? on algorithm training
The type of training data used, origins, sample size, and proportions assigned to the set of
trainings, test, and validation must be mentioned. Also, the representation of the population
sample used in relation to foreseen users and uses must be demonstrated.
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Section 12. Interoperability

Health and Social Care Digital Assets Assessment Framework

ID Criteria Necessary evidence Accomplishment
66 Does the app use recognised interoperability standards? Statement or technical documents Mandatory*
Examples of interoperability standards are HL7 FHIR, HL7 CDA, HL7 v2, XDS, IHE, that vouch the use of standards and
OpenEHR, OMOP, DICOM, efc. structured formats
67 Have technical documents been produced on app interoperability to aid with third party | Statement whether these Recommended
integration? documents have been prepared
For example, an interoperability implementation guide.
67.1 | Has the app’s syntactic interoperability model been documented? Interoperability implementation Recommended
Syntax refers to the use of structured formats (HL7 FHIR, JSON, XML, etc.) that allows for the | guide or documents on the syntactic
correct exchange of data between systems. and/or semantic interoperability
model (including used terminology)
67.2 | Has the app’s semantic interoperability model with recognised clinical coding systems Mandatory*
been documented?
Semantics guarantee data maintains the same clinical meaning across several systems using
standardised codes (SNOMED CT, LOINC, or ICD-10, etc.).
68 Does the app have mechanisms to validate and verify all data exchanged using APIs? Validation and verification plan for Recommended
An APl is a set of functions and processes that allow system integration (e.g., external data transferred using an API
devices, other apps, websites, etc.) and support such functions may be reused by other apps.
69 Can users export their personal health data from the app? Statement on the app section Recommended

Forexample, following the Eur n Electronic Health Record Exchange Format (EEHRXE,

like Blue Button.

where this action can be performed
and exportable data

*In some cases, if the integration of app data will be integrated into the system.
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Appendix 2. Quality label

Health a ualit I Generziitat de Catalunya
PP q y label Wl Fundacié TIC Salut i Social

HealthApp
Operating systems: lﬁl " -
- Owner: Empresa S.L g
I{,':I languages: CA, ES, EN g
Health speciality: Cardialogia g
o

Certified: EU-MDR

Application designed to improve your well-being. It allows you to track
your healthy habits, monitor your physical activity, diet, and medication,
and receive personalized recommendations for a better quality of life.

i Reliable content -...n
Reliable content % -...n ]
=
Accessible design éﬂ :l:‘ Accessible design :Ij 5
o
Secure data :l:‘ Secure data j:’ E
———— R ooy [ [ ]
VERSION 1.4.5 REVISED ON 16/01/2025
App.ovenﬁiew CEED il Generalitat de Catalunya
Version 1.4.5 revised on 16/01/2025 A% Fundacié TIC Salut i Social
[E5 [5]
Figure A2-1. Quality label (full version) with Figure A2-2. Quality label (reduced version) with

example app. example app.
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